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Avenga, a global IT consulting and engineering platform, is at the forefront of keeping 
the leading European financial organizations aligned with the financial industry’s rapidly 
evolving regulatory landscape. With the Digital Operational Resilience Act (DORA) loom-
ing, we created a comprehensive guide on the change which January 17, 2025, will bring.
Our research explains the main ideas and concepts behind DORA and pays specific 
attention to what DORA requires in managing ICT risks, reporting incidents, resilience 
testing, and outer data risk-proofing. You will also learn how key players in the finance 
industry are adopting and integrating DORA’s directives. 

We will also discuss the foundational elements of effective compliance strategies under 
DORA and offer insights into the potential long-term impacts of this regulatory framework 
on the financial sector.

This whitepaper is your ultimate guide to DORA, detailing how it will impact your business 
and what strategies for painless DORA adoption you can use.

Roman Bevz
Head of Business Consulting 
and Advisory Practice

Preamble
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Decoding 
DORA
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DORA is a pivotal EU regulation for enhancing the IT security of financial 
entities, such as banks, insurance companies, and investment firms. It came 
into force on January 16, 2023, and is set to be fully applicable by January 
17, 2025. DORA addresses the increasing dependency of the financial sector 
on technology and the heightened risk of cyber-attacks, emphasizing the 
critical need for robust digital operational resilience  .

EU negotiators have now reached a complete technical agreement on 
the DORA package. A few months of the administrative process are 
left before DORA will be published in the EU Official Journal (OJ). Still, 
the full text of the agreement has now been published by the Euro-
pean Parliament, and financial services firms need to begin assessing 
what it means for them. 

Background and development of DORA

Figure 2. The cost of compliance

http://www.linkedin.com/company/avenga/about/
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The background and development of the DORA are rooted in the European Union’s 
recognition of the evolving challenges posed by the digitization of financial services. 
This evolution has brought numerous benefits in terms of efficiency and customer ser-
vice and has also introduced significant risks, particularly in cybersecurity.

DORA’s development reflects the EU’s proactive stance in addressing the challenges 
brought about by the digital era in financial services. It underscores a commitment to 
safeguarding the security and stability of the financial system in the face of increasing 
cyber threats and digital dependencies.

Response to digital 
risks in financial 
services.

Harmonizing exist-
ing regulations.

Adoption and 
scope.

Comprehensive 
coverage.

Aim and 
objective.

Global 
significance. 

The introduction of DORA 
was a direct response to 
the increasing vulnerability 
of the financial sector to 
cyber-attacks and other 
ICT-related disruptions. 
The rapid digital transfor-
mation in financial services 
expanded the attack sur-
face for cybercriminals, ne-
cessitating a more robust 
regulatory response.

Before DORA, the regula-
tory landscape for digital 
operational resilience in 
the EU was fragmented, 
with different rules ap-
plying to other financial 
organizations and services. 
DORA seeks to harmonize 
these regulations, creat-
ing a more consistent and 
comprehensive approach 
across the financial sector.

Formally adopted in No-
vember 2022, DORA 
represents a crucial effort 
by the EU to enhance the 
resilience of its financial 
system against a wide 
array of digital threats. This 
act has a broad applica-
tion, covering over 22,000 
financial institutions and 
ICT service providers with-
in the EU.

The act encompasses a 
range of financial services 
providers, including tradi-
tional banks, investment 
firms, insurance compa-
nies, and newer entities 
like crypto-asset service 
providers. This comprehen-
sive coverage guarantees 
that all key players in the 
financial ecosystem adhere 
to high standards of ICT 
risk management.

DORA aims to create 
a unified and stringent 
framework for digital op-
erational resilience. This 
includes ensuring finan-
cial institutions and their 
service providers can 
withstand, respond to, and 
recover from ICT disrup-
tions and threats.

While DORA is an EU regu-
lation, its influence extends 
globally, impacting non-EU 
organizations that provide 
ICT services to EU-based 
financial institutions. This 
highlights the EU’s role in 
setting high standards for 
digital resilience that could 
serve as a benchmark for 
other regions.
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Exploring DORA’s framework: 
5 key pillars

DORA applies to various entities within the European Union’s financial sector. These 
include but are not limited to the following:

Credit institutions;
Investment firms;
Insurance and reinsurance companies;
Pension funds;
Crypto-asset service providers;
Payment service providers. 

DORA plays an essential role in fortifying the European Union’s financial sector 
against digital threats and disruptions. By introducing a comprehensive framework 
composed of five key pillars, DORA aims to enable financial entities to manage their 
ICT risks effectively and maintain operational continuity in the face of increasing risks. 

Each pillar is vital for creating a resilient, secure, and reliable digital 
financial environment.

http://www.linkedin.com/company/avenga/about/


9/42

Ensuring financial sector resilience: a deep dive into the Digital Operational Resilience Act (DORA)

ICT risk management is an integral pillar in DORA. It mandates that finan-
cial institutions in the European Union comprehensively assess, mitigate, and 
manage risks associated with their Information and Communication Technolo-
gy (ICT) systems. This aspect of DORA is designed to make sure that financial 
entities are protected against a wide range of digital threats and prepared for 
rapid adaptation and response.

Financial entities must comprehensive-
ly evaluate ICT risks, encompassing all 
aspects, from data integrity and system 
availability to potential cyber vulnerabil-
ities. This involves analyzing internal and 
external risk factors that impact their ICT 
systems and digital operations.

Risk assessment and mitigation is all about 
identifying specific risks, such as data 
breaches, system failures, or external 
cyber-attacks, and prioritizing them based 
on their potential impact and likelihood. 
Establishing ongoing real-time monitoring 
mechanisms to detect emerging risks and 
vulnerabilities.

Institutions should establish a multi-layered security architecture, which includes fire-
walls, intrusion detection systems, anti-malware software, and other protective mea-
sures. Guaranteeing that all systems are up-to-date with the latest security patches and 
updates to protect against known vulnerabilities.

Implementing regular training programs for employees is vital, as they should recognize 
and respond to cybersecurity threats. Their adherence to the security protocols should 
be second to none.

ICT risk management

Risk assessment and mitigation

Implementing protective measures

I
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Examples of implementing ICT risk management

1.

2.

3.

4.

5.

Backup and disaster recovery systems. Maintaining regularly updated 
backup systems and comprehensive disaster recovery plans to enable data 
recovery and business continuity in case of a system failure or cyber-attack.

Multi-factor authentication (MFA). Implementing MFA to hone user 
access security requires multiple forms of verification before grant-
ing access to sensitive systems or data.

Data encryption. Employing robust encryption protocols for data at rest 
and in transit to protect sensitive information from unauthorized access or 
breaches.

Network segmentation. Segmenting networks to limit the spread 
of cyber-attacks within the organization and protect sensitive IT 
environment areas.

Advanced threat protection solutions. Deploying advanced threat pro-
tection solutions, such as next-generation firewalls and AI-driven anomaly 
detection systems, to identify and mitigate sophisticated cyber threats.

The ICT risk management pillar within DORA emphasizes the need for financial entities 
to adopt a proactive and comprehensive approach to managing digital risks. Financial 
institutions can improve their resilience against a wide array of ICT risks. They can do 
this by deploying practical risk assessments, mitigation strategies, and protective mea-
sures. This safeguards their operations and maintains customer trust.

http://www.linkedin.com/company/avenga/about/
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 Incident reporting

Incident reporting is a crucial aspect of DORA, requiring financial institutions 
to establish robust systems for detecting, reporting, and analyzing ICT-related 
incidents. This framework controls that incidents are managed effectively and 
earned to prevent future occurrences.

Financial organizations need to 
set up real-time mechanisms to 
detect and alert ICT-related inci-
dents promptly. This involves uti-
lizing advanced monitoring tools 
that can identify potential threats 
or breaches as they occur.

The reports businesses present 
for reporting incidents like these 
must be processed quickly and 
reach the right authorities as well 
as people inside the company.
The process should be efficient 
enough to facilitate immediate 
action and mitigation.

Once an incident is reported, a thorough anal-
ysis is required to understand its impact on the 
organization’s operations, data integrity, and 
customer relations.

The focus is on identifying the underlying 
causes of the incident to prevent similar occur-
rences in the future. This may involve examining 
the efficacy of current security measures and 
identifying any lapses or vulnerabilities.

Real-time alerts

Incident analysis

II

http://www.linkedin.com/company/avenga/about/


Ensuring financial sector resilience: a deep dive into the Digital Operational Resilience Act (DORA)

12/42

Examples of incident reporting

Regular testing

1

3

2

4

In case of a data breach, immediate 
reporting to regulatory authorities is 
a must. This should be followed by 
detailed documentation of the steps 
taken to mitigate the breach’s impact.

 In cases of system outages, report 
the incident to relevant authorities 
and analyze the cause of the blackout 
to implement measures that prevent 
recurrence.

Conduct comprehensive post-inci-
dent reviews to assess the response’s 
effectiveness, learn from the incident, 
and improve future response strate-
gies.

Working closely with regulatory au-
thorities and cybersecurity experts to 
assess the incident’s broader impli-
cations and ensure compliance with 
DORA’s reporting requirements serves 
as an indispensable part of the pro-
cess as well.

Data breach response.

System outage reporting.

Post-incident reviews.

Collaboration with authorities.

Effective incident reporting under DORA is vital for maintaining the resilience of finan-
cial institutions in the face of growing digital threats. Financial entities can comply with 
regulatory requirements and strengthen their overall cybersecurity posture by establish-
ing real-time alert systems and thorough incident analysis protocols.

Digital operational resilience testing, as mandated by DORA, plays a pivotal role in 
ensuring that financial institutions’ ICT systems are robust and capable of withstanding 
various cyber threats. This testing aims not only to assess regulatory compliance but 
also to bolster the financial industry’s robustness against digital disruptions and threats.

Financial entities must conduct thorough assessments of their ICT systems to identify 
vulnerabilities that cyber threats might exploit. This involves simulated cyber-attacks on 
the institutions’ systems to examine their defenses. It helps in understanding how sys-

IIIDigital operational 
resilience testing
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Independent evaluation

Examples of digital operational resilience testing

The cooperation with independent parties, either internal experts who are not directly 
involved in the daily operations or external cybersecurity firms, paves the way for unbi-
ased and thorough assessments. Besides testing, regular audits by these independent 
parties can provide additional scrutiny and assurance.

The digital operational resilience testing, which is required under DORA, reinforces the 
cyber defenses of financial institutions. By adopting regular, comprehensive testing 
and independent evaluations, these entities can significantly enhance their readiness 
to confront and mitigate ICT risks, thus safeguarding continuity and reliability in their 
digital operations.

1.

2.

3.

4.

5.

Stress testing under extreme conditions. Implementing stress tests to 
evaluate the resilience of ICT systems under extreme but plausible adverse 
conditions is necessary for greater resilience.

Annual penetration tests. Permission tests are performed at least 
annually to identify and address vulnerabilities in the network infra-
structure.

Simulated phishing attacks. Conducting simulated phishing attacks to 
assess and improve employee awareness helps respond to potential email-
based cyber threats.

Tabletop exercises. Executing scenario-based tabletop exercises that 
involve key decision-makers makes it possible to assess the effectiveness 
of incident response plans and communication strategies.

Third-party security assessments. Assessing the security measures of 
third-party service providers, especially those handling critical functions or 
sensitive data, advances visibility into potential vulnerabilities.

tems would perform under an actual cyber-attack scenario.
Testing should cover all critical aspects of an institution’s digital operations. This in-
cludes network security, application security, and data protection measures.

http://www.linkedin.com/company/avenga/about/
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IVThird-party risk management

Third-party risk management stands as an integral element within the DORA framework, 
as it focuses on financial institutions’ relationships with external ICT service providers. 
This element of DORA is designed to oversee that these third-party engagements are 
not a source of vulnerability in the financial institution’s operational resilience.

Contractual agreements

Continuous monitoring

Contracts with third-party ICT providers should explicitly define the security standards 
and expectations. This includes detailed service level agreements (SLAs) and compli-
ance requirements with DORA standards.

It is crucial to include clauses related to data security, privacy, and incident response 
procedures since it helps align processes with General Data Protection Regulation 
(GDPR) and other relevant regulations. Also, financial institutions should retain the right 
to audit third-party providers to verify compliance with contractual obligations and reg-
ulatory standards.

Regular assessment of third-party providers’ performance and adherence to contrac-
tual and regulatory requirements serve as a crucial aspect of adherence to DORA. 
Monitoring tools and metrics are utilized to continuously evaluate third-party providers’ 
security posture and operational effectiveness. In such a context, adopting a risk-based 
approach to monitor and manage third-party relationships is crucial. Pay particular at-
tention to those that handle critical operations or sensitive data.

http://www.linkedin.com/company/avenga/about/
https://www.techtarget.com/searchitchannel/definition/service-level-agreement
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Examples of third-party risk management

Effective third-party risk management under DORA requires financial institutions to es-
tablish robust contractual agreements, perform continuous monitoring, and implement 
strong governance practices. By doing so, they can guarantee that their third-party ICT 
providers comply with DORA’s regulations and contribute positively to the overall resil-
ience of their digital operations.

1.

2.

3.

4.

5.

Vendor risk assessments. Perform comprehensive risk assessments of 
third-party vendors before onboarding and evaluate their security posture 
and operational resilience on an ongoing basis.

Security requirements in cloud service contracts. Including stringent se-
curity requirements and protocols in contracts with cloud service provid-
ers, ensuring they align with the institution’s cybersecurity framework.

Regular audits of third-party security practices. Conduct routine and thor-
ough audits of third-party security practices to oversee compliance with 
established standards and identify potential risk areas.

Incident response coordination. Establish clear procedures for coordination 
and communication with third-party providers in the event of a security 
incident and respond to unpredictable situations swiftly.

Exit strategies and contingency planning. Develop contingency plans and 
exit strategies for critical third-party relationships to support business con-
tinuity if the vendor cannot meet its obligations.

http://www.linkedin.com/company/avenga/about/
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VInformation sharing

Creating trusted networks

Confidentiality and compliance

Information sharing, as outlined in DORA, focuses on the collaborative aspect of cyber-
security in the financial sector. This pillar encourages financial entities to share infor-
mation regarding cyber threats and vulnerabilities, fostering a community-driven risk 
management and resilience approach.

Financial institutions are encouraged to develop networks or join existing ones to share 
cyber threat information. These networks serve as platforms where entities can ex-
change insights, experiences, and strategies to combat cyber threats.

Institutions can benefit from shared knowledge by participating in these networks, 
receiving insights about emerging threats and effective defense strategies. Such collab-
orative efforts strengthen the financial sector’s overall adaptability.

While sharing information, financial entities must adhere to data protection regulations, 
such as the GDPR. This involves safeguarding personal or sensitive data that may be 
part of the shared information.

The use of secure and encrypted channels for information exchange protects the con-
fidentiality and integrity of shared data. Clear policies and protocols that govern the 
sharing of information ensure that all participating entities adhere to the agreed-upon 
standards of confidentiality and compliance.

http://www.linkedin.com/company/avenga/about/
https://gdpr-info.eu/
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Examples of information sharing

Information sharing under DORA is critical to build a collective defense against cyber 
threats in the financial sector. Financial entities can enhance their individual and col-
lective digital operations by creating trusted networks and guaranteeing that shared 
information adheres to confidentiality and compliance standards. This collaborative 
approach is essential for preventing cyber threats in an increasingly interconnected 
economic landscape.

The comprehensive nature of DORA’s framework, from ICT risk management to infor-
mation sharing, demonstrates a proactive and inclusive strategy for developing digital 
adaptability in the financial sector. By adhering to these pillars, financial institutions 
can better prepare themselves against the evolving landscape of digital threats and 
improve stability and trust in the financial ecosystem.

1.

2.

3.

4.

5.

Collaborative cybersecurity exercises. Organize joint cybersecurity exercis-
es and simulations with other financial entities to test and improve collective 
response strategies.

Cyber threat intelligence platforms. Develop or participate in dedicat-
ed platforms where financial entities can share indicators of compromise 
(IOCs), threat intelligence, and best practices for cybersecurity.

Industry forums and working groups. Join industry forums or working 
groups focused on cybersecurity to share experiences and strategies and 
discuss current challenges in cyber risk management.

Sharing of the best practices and learnings. Regularly examine best prac-
tices, learnings from the past incidents, and updates on emerging threats 
to foster a proactive cybersecurity posture within the community.

Guidelines for information exchange. Create comprehensive guidelines to 
protect sensitive information during exchanges that include details on what 
can be shared, with whom, and through what channels.

http://www.linkedin.com/company/avenga/about/
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The intersection between 
DORA and GDPR
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DORA and the GDPR are two significant regulatory frameworks in the Europe-
an Union that intersect in their objectives to safeguard data and drive a cul-
ture of cybersecurity and data protection. While DORA focuses on the digital 
resilience of the financial sector, GDPR provides a broad framework for data 
protection across all industries. Understanding the interaction between these 
two regulations is essential for compliance and operational integrity.

Shared focus. DORA and GDPR emphasize the importance of protecting sensitive 
data. While GDPR concentrates on personal data protection, DORA extends this pro-
tection to the broader context of financial services providers’ digital operations.

Cybersecurity requirements. DORA’s robust ICT risk management requirements com-
plement GDPR’s mandate for securing personal data against cyber threats.

Practical application. Strong encryption and access controls can be a common strate-
gy to comply with DORA and GDPR.

DORA’s incident reporting. Financial entities must report ICT-related incidents, includ-
ing potential cyber threats.

GDPR’s data breach notification. GDPR requires organizations to report personal data 
breaches to the relevant authorities and, in some cases, to the affected individuals.

Harmonizing reporting procedures. Financial institutions must align their incident 
reporting mechanisms to satisfy DORA’s ICT risk reporting and GDPR’s data breach 
notification requirements.

DORA on third-party ICT services. It mandates financial entities to manage risks asso-
ciated with third-party ICT service providers.

GDPR’s data processor requirements. GDPR imposes obligations on data controllers 
to ensure their processors comply with data protection standards.

Coordinated compliance approach. Entities must pay attention that their third-party 
service agreements comply with the DORA’s operational resilience requirements and 
GDPR’s data protection standards.

Data protection and cybersecurity: a common goal

Incident reporting and data breach notifications

Third-party risk management and data processors

http://www.linkedin.com/company/avenga/about/
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DORA’s information sharing framework. Encourages financial entities to exchange 
information on cyber threats.

GDPR’s data protection principles. Any information sharing must respect GDPR princi-
ples concerning personal data confidentiality and integrity.

Balanced implementation. Financial entities must oversee that the information-sharing 
mechanisms under DORA are designed to be GDPR-compliant, particularly in protect-
ing personal data during exchanges.

DORA’s compliance framework. Organizations must demonstrate compliance with 
DORA’s resilience requirements.

GDPR’s compliance obligations. Entities are also accountable for GDPR compliance, 
particularly regarding data protection measures.

Joint compliance strategies. Financial institutions should develop comprehensive 
strategies that address DORA and GDPR compliance, especially in areas where their 
requirements overlap.

Information sharing within regulatory boundaries

Compliance and enforcement overlap

The intersection between DORA and GDPR represents an essential convergence of 
digital operational resilience and data protection in the financial sector. Entities must 
navigate these regulatory landscapes simultaneously, having their compliance efforts 
aligned with DORA’s resilience-focused mandates and GDPR’s comprehensive data 
protection framework. This dual compliance propels operational integrity and bolsters 
consumer trust and regulatory adherence.

http://www.linkedin.com/company/avenga/about/
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Implementing DORA: 
challenges and strategies
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Implementation of DORA presents numerous challenges for financial institutions 
across the European Union. The complexity of aligning existing systems and 
processes with DORA’s comprehensive requirements calls for careful planning 
and resource allocation. 

Additionally, the timeline for compliance, which sets January 17, 
2025, as the date by which entities must fully comply, adds to the 
urgency of these implementation efforts.

5 key implementation challenges
Financial entities can encounter several challenges on their DORA adoption journey. 
These multifaceted hurdles involve budgetary considerations, system complexities, 
third-party risk management, cybersecurity, and compliance with existing data protec-
tion laws. Understanding and addressing these challenges is critical to effective DORA 
compliance.

Institutions can face the dual challenge of limited budgets and the complexity of map-
ping their existing ICT systems to meet DORA’s standards. The financial strain of up-
grading online banking platforms or other extensive and complex systems to align with 
DORA’s cybersecurity standards can be significant. For example, a bank may need help 
overhauling its online banking platform. This requires a detailed assessment and expen-
sive upgrades to secure it against cyber threats.

The diversity and number of third-party ICT service providers make managing associ-
ated risks daunting for financial institutions. Ensuring that each provider complies with 
DORA’s standards introduces additional complexity. For instance, a financial institution 
utilizing services from multiple cloud providers must meticulously assess and manage 
the cybersecurity risks posed by each to maintain compliance with DORA.

Budget constraints and system mapping complexities

Management of third-party risks

1

2

http://www.linkedin.com/company/avenga/about/


23/42

Ensuring financial sector resilience: a deep dive into the Digital Operational Resilience Act (DORA)

Updating or replacing outdated legacy systems to conform to DORA’s new require-
ments presents technical and operational complications. The transition process, if not 
carefully managed, may disrupt operations. For example, an insurance company may 
need assistance in integrating an old customer database with new, secure systems 
compliant with DORA, which can potentially lead to inefficiencies and operational hic-
cups during the integration phase.

To safeguard operations against evolving cyber threats, financial institutions must con-
tinuously further their cybersecurity measures, which becomes increasingly challenging 
as cyber threats advance. For instance, so as to keep pace with DORA’s mandates, a 
brokerage firm might need to regularly update its cybersecurity protocols and deploy 
advanced encryption and sophisticated intrusion detection systems, in this way, adding 
a protection layer against novel types of cyber-attacks.

The necessity to align DORA’s operational resilience measures with existing data pro-
tection laws, like the GDPR, demands a balanced approach to compliance and data 
security. It is imperative for organizations to comply with DORA’s requirements and con-
tinuously improve their data privacy practices. To name one example, a payment pro-
cessing company must verify that its data recovery and backup systems, aligned with 
DORA, meet GDPR’s stringent data privacy standards.
The challenges of implementing DORA are substantial. Yet, they are manageable with 
the right approach and resources. Markedly, the transformation calls for a consistent 
and continuous improvement. It implies striking the right balance between a need to 
innovate and budgetary constraints.

Aligning legacy systems with new requirements

Following comprehensive cybersecurity measures

Data privacy and compliance

3

4

5
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Effective strategies for overcoming 
these challenges

Navigating the DORA compliance landscape presents financial institutions with intrica-
cies that require effective decision-making and well thought out actions. Institutions can 
overcome these hurdles by fording a unified strategy designed to support their short- 
and long-term objectives.

1.1. Strategic planning. Develop a 
comprehensive strategic plan that 
outlines DORA compliance initiatives 
and prioritize them based on their 
impact on operational cyber-secu-
rity and the urgency of compliance 
deadlines.

2.1. Leveraging technology. Adopt 
advanced tools and software solu-
tions for system mapping and inte-
gration to efficiently build ICT sys-
tems and determine areas requiring 
compliance improvements.

3.1. Phased implementation. Find 
legacy systems that are critical to 
operations and pose significant 
compliance risks. Plan their upgrade 
or replacement through a phased 
approach that minimizes operational 
disruptions.

1.2. Cost-benefit analysis. Conduct 
cost-benefit examinations to pinpoint 
the most value-conscious solutions that 
meet DORA requirements, allocating 
special attention to budgetary con-
straints.

2.1. Process optimization. Simplify and 
standardize processes for integrating 
new or updating existing systems, re-
ducing the complexity and resource 
demands of achieving DORA compli-
ance.

3.2. Modernization investments. Allo-
cate resources towards modernizing 
your ICT infrastructure, improving 
security, scalability, and compliance 
capabilities.

Optimizing budget and resource allocation

Streamlining system mapping and integration

Upgrading legacy systems
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4.1. Adaptive security measures. 
Implement cybersecurity frameworks 
that are not only robust but also 
adaptable to evolving cyber threats. 
This includes the use of advanced 
security technologies and practices.

5.1. Comprehensive compliance 
protocols. Develop and implement 
detailed protocols to enable all data 
handling practices to comply with 
DORA and GDPR and focus on safe-
guarding personal data.

4.2. Continuous improvement. Estab-
lish processes for continuous reviews 
and optimizations in cybersecurity 
measures, so as to know they remain 
effective against new and emerging 
threats.

5.2. Training and awareness. Conduct 
regular training sessions on data 
privacy and regulatory adherence to 
foster a culture of data protection 
and compliance awareness through-
out the organization.

Strengthening cybersecurity frameworks

Advancing data privacy and regulatory compliance

The successful implementation of DORA requires a multifaceted approach that address-
es budgetary, technical, and regulatory challenges. Financial institutions can comply 
with DORA and strengthen their digital operations by adopting effective strategies 
such as optimizing resources, streamlining integration processes, and upgrading legacy 
systems. This proactive approach is essential for navigating the evolving digital finance 
landscape and maintaining the integrity and security of financial services in the EU.
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DORA’s impact on 
financial institutions and 
ICT providers
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DORA significantly impacts the European Union’s financial institutions and 
ICT service providers. It introduces a framework to promote operational re-
silience in financial services, mainly focusing on ICT risks. DORA’s influence 
reaches beyond traditional financial entities and encompasses various actors, 
including banks, insurance companies, crypto-asset service providers, and 
third-party ICT service providers.

Financial institutions

ICT service providers

Financial institutions are now tasked with developing more comprehensive ICT risk man-
agement frameworks. This includes cybersecurity and incident detection and planning 
for business continuity in the face of digital disruptions. The scope and depth of these 
frameworks must be extensive, covering all digital operations and services.

With a significant portion of ICT services outsourced, managing third-party risks has 
become a critical area under DORA. Financial institutions must pay attention that 
third-party ICT service providers adhere to DORA’s standards as it necessitates rigorous 
vetting, monitoring, and contractual compliance.

ICT service providers, being critical to the financial sector’s operations, face direct 
regulatory oversight under DORA. This means adhering to specified standards for ICT 
risk management and operational resilience, a significant shift that places them under 
similar scrutiny as the financial institutions they serve.

The readiness for and responsiveness to audits and the capacity to meet detailed re-
porting requirements are now critical operational considerations for ICT service provid-
ers. This increased administrative burden emphasizes the need for robust compliance 
and reporting mechanisms.

Regulatory bodies

Regulatory bodies have greater power and responsibilities under DORA. Their role ex-
pands to closely monitoring compliance, enforcing DORA’s requirements, and supervis-
ing critical ICT service providers, guaranteeing that the financial sector’s digital opera-
tional resilience is up to standard.

Impact on different stakeholders
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Consumers and clients

Investors

Global implications and requirements 
for non-EU entities

The ultimate aim of DORA is to foster greater trust in digital financial services among 
consumers and clients. By raising the standards of operational resilience, DORA reas-
sures the public that the financial sector is well-equipped to manage digital risks and 
has enhanced the reliability of financial services.

Investors’ confidence in the operational stability and cybersecurity posture of financial 
entities is likely to increase due to DORA. This confidence stems from the knowledge 
that financial institutions are mandated to adhere to high standards of digital operation-
al resilience, potentially making them more attractive investment prospects.

The implementation of DORA marks a significant shift in the digital operational 
resilience landscape, imposing stringent requirements on financial institutions 
and ICT service providers. Its comprehensive scope aims to unify and raise 
standards across the EU financial sector, enhancing cybersecurity measures 
and operational resilience. 

This regulation affects entities within the EU and has global implications, especially for 
non-EU companies engaged with EU financial institutions. As such, DORA presents both 
a compliance challenge and an opportunity for strategic improvement in digital resil-
ience practices.

DORA, while an EU regulation, has far-reaching implications beyond the EU 
borders. Non-EU entities providing ICT services to EU-based financial in-
stitutions are required to comply with DORA’s standards. This global reach 
underscores the EU’s influence in setting international operational resilience 
and cybersecurity benchmarks, potentially affecting many companies’ global 
operational and compliance strategies.
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Preparing for DORA: 
a strategic approach
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With the DORA setting new standards for the financial sector’s digital resilience, 
entities must adopt a strategic approach to compliance. This involves following some 
important steps. 

The process of aligning with the DORA involves several critical steps, each designed to 
make sure that financial institutions can meet the comprehensive requirements set forth 
by the act. 

Steps toward DORA compliance
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The first step involves a thorough evaluation of the existing ICT risk management 
frameworks against the extensive requirements of DORA. This activity entails mapping 
out the current cybersecurity measures, operational resilience practices, and third-party 
risk management strategies in place. 

The goal is to identify discrepancies between the institution’s current practices and 
DORA’s standards, pinpointing areas that need enhancements or complete overhauls. 
The outcome of this step is a clear understanding of where the institution stands about 
DORA’s requirements and which areas require attention.

With the insights gained from the gap assessment, the next step is to create a detailed 
compliance roadmap. This roadmap lays out the journey towards full DORA compliance, 
setting realistic timelines and milestones based on the findings of the gap assessment. 

It details the specific updates for policies, procedures, and technologies to meet 
DORA’s standards. The result is a strategic plan that guides the institution through the 
compliance process, ensuring all DORA standards are met within the set timeframe.

An essential aspect of DORA compliance involves making sure that contracts with 
third-party ICT service providers align with DORA’s risk management criteria. This step 
involves reviewing existing contracts to verify compliance with DORA’s third-party risk 
management requirements and negotiating adjustments to include specific security 
standards, data protection clauses, and compliance obligations. The updated contracts 
should clearly define third-party ICT service providers’ security and compliance expec-
tations, so that they are aligned with DORA’s stipulations.

1

2

3

Conducting gap assessments

Developing a compliance roadmap

Revising third-party contracts
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Strengthening the institution’s mechanism for the efficient and timely reporting of 
ICT-related incidents is crucial in complying with DORA’s guidelines. This involves as-
sessing the current incident reporting mechanisms, identifying areas for improvement, 
and implementing or refining systems and processes to enable quick and accurate 
reporting of incidents to relevant authorities and internal stakeholders. The enhanced 
incident reporting mechanism creates room for compliance with DORA’s reporting re-
quirements and aids to quickly respond to incidents.

Establishing regular digital operational resilience testing protocols, including threat-led 
penetration testing, is key to developing institutions’ readiness against ICT disruptions. 
This step involves planning and executing a series of resilience tests designed to chal-
lenge the institution’s digital defenses and response strategies, incorporating threat-
led penetration testing to simulate real-world cyber-attack scenarios. The outcome is a 
proven framework for regularly testing and improving the institution’s digital operational 
resilience.

The final step is to create governance frameworks that oversee and continuously moni-
tor DORA compliance initiatives. This includes setting up a governance body or commit-
tee responsible for overseeing DORA compliance efforts and implementing continuous 
monitoring practices. 

These practices allow for the ongoing adherence to DORA standards and create an 
opportunity to determine areas for improvement. The effective governance structures 
bring to the forefront sustained management and optimized resources.

Pursuing this structured path enables financial institutions to skillfully navigate DORA 
compliance’s nuances, augmenting their competitive edge in the digital era.

4

5

6

Improving incident reporting mechanisms

Establishing governance structures

Implementing resilience testing programs
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Adherence to DORA necessitates a blend of strategic planning, continuous education, 
technological investment, and cooperative engagement within the financial sector. 
Here’s a comprehensive approach to bolster compliance:

Best practices for DORA compliance

Regular training and awareness programs

Adoption of new technologies

Continuous adaptation

A culture of resilience and compliance starts with education. By developing and con-
ducting tailored training sessions, organizations can ensure that every employee, re-
gardless of their role, understands the importance of DORA compliance, cybersecurity, 
data protection, and incident reporting. Cybersecurity threats simulations, for example, 
the modeling of phishing attempts, further empowers employees to recognize and react 
to security challenges effectively. It reinforces the organization’s defensive posture.

Advanced technologies integration helps detect vulnerabilities, implement continuous 
security monitoring, and efficiently manage third-party risks. Sophisticated risk assess-
ment tools and automated monitoring systems provide the backbone for real-time 
detection of potential security threats and compliance deviations. Moreover, employing 
software solutions dedicated to third-party risk management facilitates thorough due 
diligence.

The regulatory and cyber threat landscapes are ever-evolving. Institutions must adopt a 
flexible approach to policy management, regularly reviewing and updating their policies 
and procedures to stay aligned with the latest DORA mandates and emerging cyber 
threats. Encouraging innovation in compliance practices allows organizations to explore 
new technologies and methodologies that increase operational resilience and regulatory 
compliance.
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Cybersecurity measures strengthening

Investment in the latest cyber-
security technologies opens 
up space for robust protection 
against emerging threats. Reg-
ular cybersecurity architecture 
reviews are essential to maintain 
a defense-in-depth strategy that 
can adapt to new challenges. 
This might imply adopting ad-
vanced encryption methods, 
next-generation firewalls, and 
sophisticated intrusion detection 
systems in order to advance the 
institution’s current cybersecurity 
measures.

Information sharing enhancement

Compliance efforts documentation

Active participation in industry forums, working groups, and networks plays a crucial 
role in knowledge exchange related to cyber threats, vulnerabilities, and best mitigation 
practices. This collective intelligence not only expands the institution’s knowledge base 
but also contributes to the financial sector’s resilience as a whole. Through this process, 
it is possible to develop confidentiality protocols that guarantee that while shared infor-
mation benefits the collective, it remains protected and secure.

Maintenance of detailed records that illustrate compliance activities is fundamental for 
financial organizations. Comprehensive record-keeping, including details of training 
sessions, risk assessments, audits, and incident responses, demonstrates adherence to 
DORA regulations. An auditable trail of compliance-related actions and decisions sup-
ports transparency and accountability, enabling reviews by regulatory bodies or internal 
audit teams with clarity.

Importantly, there is a strong need for financial institutions and their ICT service provid-
ers to apply a strategic approach to DORA compliance. By undertaking thorough prepa-
ration steps and adhering to best practices, they can meet the regulatory requirements 
and heighten their overall digital operations to a new level. This proactive stance is vital 
for safeguarding the integrity and stability of financial services in an increasingly digital 
world.
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Dora readiness 
assessment with 
Avenga
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Avenga offers a DORA readiness assessment service. It helps financial entities com-
ply with the DORA. This Act is a mandatory regulation in the EU from January 2025 to 
improve IT security in the financial sector. The readiness assessment involves four key 
components:

As an initial part of the procedure, Avenga deploys qualified compliance con-
sultants who conduct thorough assessments of the systems through interviews 
and questionnaires, and create a detailed checklist of legal and infosec aspects 
mandated by DORA. 

Avenga offers a list of targeted recommendations based on the detailed assess-
ment report. These suggestions are customized to tackle the specific non-com-
pliance areas identified during the assessment. They cover necessary infosec en-
tities in implementing practical improvements and map out a smooth path toward 
full DORA compliance.

Through a meticulous four-stage process powered by a team of experienced 
compliance specialists, a thorough assessment using detailed checklists, and 
an exhaustive report outlining compliance gaps and recommendations, Avenga 
makes it possible for financial entities to stay well-prepared for unexpected and 
meet DORA mandates.

Ensure DORA compliance with Avenga’s readiness assessment services. Protect 
yourself from potential compliance-related headaches and financial losses. 

Our assessment process has a comprehensive checklist that covers all relevant 
DORA chapters and articles. We scrutinize the entity’s security framework against 
defined scope and metrics to evaluate gaps in DORA compliance readiness. Our 
goal is to assess information security and legal requirements thoroughly, understand 
the organization’s current compliance status, and pinpoint areas for improvement.

Following the assessment, Avenga delivers a detailed report on assessment results 
that covers compliance findings for each clause. This report is essential for under-
standing specific areas of non-compliance and includes necessary actions for tech-
nical, process, and legal enhancements to meet DORA requirements effectively. 

Planning

Recommendations

Core

Outcome

http://www.linkedin.com/company/avenga/about/


37/42

Ensuring financial sector resilience: a deep dive into the Digital Operational Resilience Act (DORA)

The future of digital 
operational resilience 
in finance
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DORA represents a transformative step for the financial sector, as it aims to 
fortify its digital infrastructure against the evolving landscape of cyber threats. 
As we move forward, predicting how DORA will shape the future of financial 
technology and cybersecurity is crucial for institutions seeking to navigate 
this new regulatory environment. 

The adoption of more rigorous cybersecurity practices heralds a forward-thinking ap-
proach to digital operational resilience. It paves the way for better preparation of finan-
cial entities to confront and respond to cyber threats in a timely and effective manner.

DORA introduces new compliance benchmarks that will likely catalyze innovations in 
financial technology, particularly in risk management solutions and secure transaction 
technologies.

In the era of DORA, financial institutions are expected to strengthen their cybersecurity 
frameworks significantly. This enhancement is set to reduce vulnerabilities by the adop-
tion of cutting-edge technologies and promotion of collaborative efforts.

Robust cybersecurity frameworks. Expectations are that financial institutions will bol-
ster their cybersecurity frameworks, adopting advanced encryption, zero-trust mod-
els, and endpoint security solutions. For instance, implementing AES 256-bit encryp-
tion for data at rest and in transit can significantly reduce vulnerabilities.

Advanced threat detection and response. The use of AI and Machine Learning for 
anomaly detection will become standard, since it enables real-time identification of 
unusual activities that could signify a cyber threat. Tools like Security Information and 
Event Management (SIEM) systems, which aggregate and analyze log data from across 
an organization’s technology infrastructure, will play an integral role.

Greater collaboration on cyber threats. Financial entities are likely to engage more 
in threat intelligence sharing platforms like the Financial Services Information Sharing 
and Analysis Center (FS-ISAC), beefing up the sector’s collective defense mechanisms.

Higher compliance benchmarks. DORA sets new compliance benchmarks that require 
the adoption of new technologies, such as blockchain for secure transactions and 
cloud services that offer enhanced data protection and resilience features.

Innovation in risk management solutions. The emergence of fintech solutions lever-
aging AI for predictive risk modeling and transparent transactions exemplifies the 
innovation drive. Solutions like these comply with DORA requirements and re-imagine 
the overall risk management framework.

Greater cyber resilience

New standards in financial technology

http://www.linkedin.com/company/avenga/about/
https://www.techtarget.com/searchsecurity/definition/Advanced-Encryption-Standard
https://www.techtarget.com/searchsecurity/definition/Advanced-Encryption-Standard
https://www.google.com/url?q=https://www.ibm.com/topics/siem&sa=D&source=docs&ust=1710339785694877&usg=AOvVaw0Z8Lptsgc_ERFxQrCILWWE
https://www.google.com/url?q=https://www.ibm.com/topics/siem&sa=D&source=docs&ust=1710339785694877&usg=AOvVaw0Z8Lptsgc_ERFxQrCILWWE
http://o/
http://o/
https://www.avenga.com/our-expertise/blockchain/
https://www.avenga.com/our-expertise/cloud-services/
https://www.avenga.com/our-expertise/data-services/


39/42

Ensuring financial sector resilience: a deep dive into the Digital Operational Resilience Act (DORA)

Emphasis on third-party risk management. With DORA’s focus on third-party risk, 
financial institutions will prioritize partnerships with technology providers that offer 
secure and compliant services. Regular audits and compliance checks will become 
routine to ensure third-party services do not introduce vulnerabilities.

Implementing DORA standards will stimulate advancements in financial technology, pro-
moting the development of secure, innovative solutions.

In the wake of DORA, the future of digital operational resilience in finance will be 
marked by greater cybersecurity measures, new compliance standards in financial tech-
nology, and a more integrated approach to managing digital risks. 

These changes will safeguard financial entities’ stability and security, drive innovation, 
and foster trust in digital financial services. As DORA reshapes the economic landscape, 
it opens up new vistas of strategic growth in an increasingly digital world.

The post-DORA landscape is poised to significantly influence FinTech and digital bank-
ing services, pushing for the adoption of secure technologies and the integration of AI 
and Machine Learning.

Adoption of secure technologies. Technologies such as biometric authentication for 
secure access to banking apps and encrypted messaging for customer communica-
tions will become more widespread.

Integration of AI and Machine Learning. Financial institutions will increasingly in-
tegrate AI for personalized financial advice, fraud detection, and automating com-
pliance tasks. ML models can predict potential compliance violations or fraudulent 
transactions with high accuracy, allowing preemptive action.

Impact on FinTech and digital banking services
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Final words
The DORA embodies a noticeable advancement in the financial sector’s approach to 
digital resilience. As we have explored, DORA’s profound framework significantly chang-
es how financial institutions and ICT service providers manage digital risks and opera-
tional resilience. The key insights from our discussion include:

Holistic approach to digital resilience. DORA emphasizes a wide-ranging approach, 
covering aspects from ICT risk management to third-party risk management, incident 
reporting, operational resilience testing, and information sharing.

Enhanced cybersecurity measures. Financial institutions are required to bolster their 
cybersecurity frameworks, aligning with the stringent standards set by DORA.

Strategic compliance and preparation. The successful implementation of DORA de-
mands a strategic approach, including gap assessments, compliance roadmaps, and 
advanced technologies deployment.

Impact across stakeholders. DORA influences a broad spectrum of stakeholders in the 
financial sector, including regulatory bodies, consumers, clients, and investors, creating 
in this way a unified standard for digital operational resilience.

Global implications. Though an EU regulation, DORA’s reach extends globally, affecting 
non-EU entities interacting with EU-based financial institutions.

Future of digital resilience in finance. In a post-DORA period, the financial sector is 
expected to witness enhanced cyber resilience and the establishment of new stan-
dards in financial technology.

The importance of DORA in shaping the future of digital resilience in the financial sector 
cannot be overstated. By setting comprehensive and harmonized standards, DORA ad-
dresses current digital risks and prepares the financial industry for future challenges. 

Its implementation marks a significant step towards a more secure, resilient, and trust-
worthy financial ecosystem. This proactive and strategic approach to digital operational 
resilience is pivotal for safeguarding the integrity and stability of financial services in 
an increasingly digital world. The regulatory framework offers a robust foundation for 
financial institutions to strengthen their cybersecurity posture and foster a culture of risk 
management and continuous improvement.
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In what ways can Avenga 
provide assistance?

Avenga can help you along the entire journey toward compliance with DORA. Regard-
less of the DORA readiness stage you’re at right now, we can help you devise and 
implement a personalized DORA compliance plan for your organization. 

Contact us today to make your tomorrow DORA-ready!
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